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uEIt{ I4 3AAAr{pI

Hassauue r,r urra$p ocnosHofi clerlr4anbHocrr4, no npo$ranro Koropofi pearu3yerct
npolrpaMMa npoSeccl4oHaJlbHofi nepenolroroBKu: 09.03.02 I4n$opMarlr4oHHbre cprcreMbr

PI TCXHOJIO|I4I{.

I{e.rrs rporpaMMbl:
O6y.reulre cryurarerefi ocHoBaM arrnaparHoro, rrporpaMMHoro v cereBoro

o6eoueqeHu{ KoMlrbrorepoB, nprao6pereHr.re reoperl,rqecKr{x :Hagufr vr [paKTi{r{eaKl4x

HaBr,rKoB B rausoprtrarlr4oHHbrx TexHoJroft4rx. llporpauua npeAHa3HarreHa ilnfl rr4rl,

r{Meroqr4x cpeAHee npoQeccnoHaJrbHoe ulwnv Bbrcuee o6pasonaHue.

O6racru n poSeccu o HaJr bHofi 4enrer b Hocrr.r BKr roq aer :

- [ccneAoBaHr4e,

- pa:pa6orKy,

- BHeApeHHe

- co[poBox(AeHr4e Iau $ opvraIIHoHHbIX TexHoJro rtrit w cwcr exr.

BnAur npoQeccuoHaJrbHofi Aeqrefl [,HocrI,I :

- npoeKTHo-TexHoIlorl4r{eaKatr ;

* cepBHcHo-3KcnJiyaralll4oHHat.

3aAa.rH npo{eccuoHaJtbHofi AeqrerbHocrlr BbI[ycKHuKa

Clyurare,rr AonxeH perxarb cneAylolr{He IIpo$eccLIoHaJrbHbIe 3al.aqv B

coorBercrBr{H c B}iAaMH npoSeccnoua,rruoft Ae{TenbHocrl4 vr npoQeccnoHaJrbHblx

xovueregur.rft:

1. rpoeKTHo-TexHoJlorl4r{ecKa.fl AetrenbHocrb:

- c[oco6Hocrbro K npoeKTr4poBaHr4ro 6asoerlx H [paKJIa.qHbIX nuQopnaaqnoHHblx

rexHorrorufi (lIK-1I);
cnoco6riocrbro pazpalatbrBarb cpeAcrBa peaJrv3ar\w un$oprtaaIII4oHHbIX

rexrrorlorufi (lIK- 1 2);

cnoco$Hocrbro pazpalatbrBarb cpeAcrBa aBToMarI43I4poBaHHofo irpoeKTupoBa}]krfl'

un$opir,tauuoHHblx rexHorlorrafi (IIK- I 3 ) ;

c[oao6Hocrbro HcrloJrb3oBarb 3HaHI{e ocHoBHbIX 3aKoHoMepHocrel4

SyrrrcqraoHrrpoBaHr4r 6uocQepbr 14 npr4Hrlr4noB paquoHaJrbHoro [pl4poAonoJlb3oBaHun anr

peureHi4fl 3aAaq npoSeccraosaltsofi AeflrenbHocrn (lIK- 1 a);

2 . cepBl4cHo-3 Kclrnyaralrl4oHH atl Aef, TenbHoQTb :

- cuoco6Hocrblo noAAepxr4Barb pa6orocnoco6socrr nHQopr'aariHoHHbIX al{creM ir

TexHoJrorufi s zailaHHbrx SyuxuuoHaJrbHbrx xapar(TepvrervKax H coorBerarBvrw KpI4repI'IflM

KaqecrBa (IIK-30);



- cnoco6Hocrbro o6ecneqnnam 6egonacFlocrr ueJIocTHocTb AaHHbIX

r.rnQopvraunoHHbrx cr4creM H rexHoJr orvrh (lIK-3 I );

- cllocooHocrbro aAanri4poBarb npr,lnoxeHr4t

SyuxquoHr4poBaHr4x (lIIt- 3 2).

r43MeHflrOrr{HMC{ yCnOBI4gM



IIBPETIEHb AUCqLIIJII,IH PI PA3AEIbI
(HAT,IMEHOBAHUfl TEM/MOAyIErI)

1 OCHOBHbIE MOII/IU IIPOIPAMMbI OFYTIEIIMfl,

loqyl u 1 O[IA.00 O6 ureodparo nareJr b H bI e A H c ulr rIrI Ir H bI

loaynr 2 CA.00 Cnequa,rbHble Al{cqnrnl{Hbl
loAy.rru 3 AC.00 fucqunlurlbl creqrraJrl{3allnn
[o4y,.rr 4 trIrorosatl arrecrallufl

2 PACIIPENEJIEHI,IE BPEMEHII NO TEMAM

NJ\l]I

T.T.
HannegoBaHue AI'IcIrI4IIIHH, pa3AeJIoB n reM.

Kornqecrno
r{acoB:

oiliI )0 oF ulE tIP o (D E c c I'I o HA rlb Hb I E AI4C IlI4[nI4HbI 60

ofI,4 01 Ocuourr cereBblx rexHo,'Iorufr Cisco 60

l.l tr4:yueuue cerl4. Hacrpofir<a cerenofi orepallnonuofi cucreMbl. 8

t.2 Cerenrre [poroKonbl 14 KoMMyHHI(aqLII4. Cerenofi Aocryn, 8

1a
I.J Ethernet. Ceresofi ypoBeHb. t2

1,4 TpaHcuoprHtrfi ypoBeHb. 10

1.5 IP-a4pecarli4.q. Pas6 veHne IP-cerefi Ha noAcerlr. t2

I,( Vponeur ilpl4noxeHufi. Cert t0

cf.0, cilErvlArlb HbIE Al{C UI4nrII,IHbl 372

CA.O AAnauuncrpnpoBanlle u conpoBo?KAeHue Windows Server 54

2.1 AAulrsucrpl4poB aHue yr{erHblx 3 anacefi norirs o s arel efi '

B CrpO eunble yrreTHbre 3 anr{c n rorrb3 oBarel efi . I4cuoIrsoBaHl{e

Microsoft Management Console.

6

2. Koucoln MMC. AAtnlnutlcrpnpoBal{I4e yrleTHbIX 3anl{cefr rpyul.
O6nacrr ilefi,crswfl. rpyrrbl. P ealrn:aqht rol(arbHblx rpyr[.
EesouacHocm $afiJloBbix cllcreM.

8

2:,. P eroueu.U AU;21I4 IIo HctIO JIb3o BaHI'II9 o 6 ulnx na[OK. P ealrgsallus

yrrpaBneH vfl, Ar4cKalalr. f, racxoBble KBorbI. Pacup e4eJIeHH a.f,

dafirronax cl'IcreMa. Kon$urypllpoBaHl4e roMoB DE!.'-'-

B

2!, VnpaeleHae [eLlaTbro. OcHosbI rterlaTn B Windows. YnpaueHue

CeTeBrIMI,I npnH'tepavn. Pe:epBuoe I(o[npoBaHIte. VcraHoBKa I4

uacrpofit<a cnyN6 Terminal Services.

8

.l
z. Pexulr y.qaJleHHoro aAMI{HHcrpHpoB aHVtL ApxznnpoBaHIIe

AaHHbIX. ApxunapoBaHl,Ie AaHHbIX o cocrofiHl'IH QI4creMbI.

B O CCTaSOB.II e HI4 e KOMn OHeHTOB CI4 cTevr'l. B O C CTaHOBJIeHI4 e

AaHHbrx.

8

floAcu creUa s a6lrc 
^eHI4fl 

3 a 11p oI43 BoAnTeII bH o cTbro. Cp e4cre a

H a5 lroAe H14fl. 3a 11p o I{3 B o AI4T eI b H o crlrO, lll aH I4p O BaH 14 e

HaAexH ofi r<ouQ nryp aIJkrLr. llp o qec c 3 afpy3Ku I(oMnblorep a.

V crp aHeHI4e HeIIoJIaAo K, Bo3HHKaIouII4x rIpI4 3arpy3Ke,

KOMflbrOTepa.

4



2.7 vrurura Telnet Server Admin. Microsoft Internet Information
Services. vnpanneune cpe4off web. o6:op peecrpa windows,
Pe:epeuoe Ko[r4poBAHHe r4 BoccraHoBrreHr4e peecrpa.

8

CA.O A4u u u lr crpn poBa H r.r e cJrylKd naralo ra Win d ows Server <)

3,1

O6sop cnyx6lr Active Directory. MoAeln troMeHoB e Windows
NT 4. CosAaHrae crpyKrypbr AoMeHa c rroMorubro
notrpa3Aeleuufi . Ouguqecrar crpyxrypa cnylr6rr Active
Directory.

8

aa
J,L

Vvena Active Directory u DNS. llpocrpaucrBo HMeu DNS.
VcraHosxa pr Haarpofixa Active Directory. Oupe4erieHr4e
pexHMa r(oHTpoJrJrepa AoMeHa.

8

aa
J.,J

P a:aepruBaHn e Aorr onHuTeJrbHbrx KoHTp onnep oB troMe Ha.

Hcnoms oBaHrre r4HcrpyMeHTa aAMuHncrpr4po Batr4fr Active
Directory. C osAaHHe r4 ynpaBJr eHue noAp a3Aene Hr,rrrMr4.

fll aH ilp o B aH H e crpyKryp br rr oAp a3 ge teuvrfr..

10

3,4

YcraHosna i{ y[paBJreHr4e AepeBb-rrMtr 14 rreeaMn.

AoMeHHbIX AepeBbeB r4 necoB. flounxeHr4e poJrr4

AoMe Ha. Vnp an.rreur4 e eAr4 H crB eHHbrM xo3rr.rHo M

Hacrpoftxa cafiroB H ynpaBneHne peuruxaquefr.

Co:Aauue
KOHTpOirnepa

onepaqnft.

8

3,5

Ko u q eu q us, c airr os A cti v e D i re ctory. K o u S ra ryp Hp o B aH 14 e

cafiron. Ha6nrcAetne H yarpaHeHr4e He[oJraAor( B pennr4r(arJkru

Active Directory. AAnusucrprrpoBaune Active Directory.
flepenaeuleHr4e o6rer<roe Active Directory.

10

3.6

Pa^:peureuue Aocryrra rroJrb3oBare:refi x o6rexrau Active
Directory. EesouacHocrb Active Directory. VnpanneHne
cncreuofi 5 esonacHocru u p a3perxeHl4{Ml4. .{en errap o Ba:nvre

ynp aBneHus o6rerraMl4 Acti ve D i rectory. Onruun 3ar\r4fl. rL

noBbrrrleHne HaAexuocrl{ Active Directory. CoxpaueHwe vr

aHaJrr43 AaHHrIX c noMolrlblo onoBeuleuuit 14 xypHana
IIP O I4 3 BOAI4TE,T b H O CTI4,

CA.( 3 Ceresrre cnyx6ur u [poror(oJlr,I Windows Server 60
A1 Cerenrte nporoKontt. flporoxon TCP/IP. Hacrpofrxa TCP/IP ans

aBToMarr4rrecKoro ttonyr{eHIar IP-a4peca. flponepxa
Bo3MoxHoaru coenI4HeHI4tI c uciloJlb3oBaHl4eu TCP/IP.

6

4.2 Cnyx6a DHCP. llpogneune apeHAbi Ia ocno6oxAenze IP-
aApeaa. Ocuacrxa DHCP. Pe:epeHoe KorIzpoBaHVe vr

BoccraHoBJreHne 6asrI raIrFIbIX DHCP.

6

4.3 CnyN6a WINS. BseAeune s WINS. llpo4neHl{e apeHAbI HMeHI'I.

Oceo6oxAeHue HMeHH. llo44epNKa K"rlIreHToB, He

Hcnonb3yrorllllx WINS. Hacrpofitta cepBepa DHCP. ClyN6a
DNS. BneaeHne s DNS.

B

4.4 3ourr. Cepneprt I4MeH, Vcrauoexa clyNdsl DNS.
KonsraryplrpoBauue cnyx6rr DNS, Hacrpofixa Dynamic DNS.
Monnropr,rHr cepBepa DNS.

8

4.5 C npx6 a M ap urp yr r43 aL\vrr4 14 y IJaneHH o ro Ao cry n a. CnyN 6 a 8

5



RRAS s Windows. CoeNaerqeHue cnyN6 Maprupyrr43arJuvr u
yAaneHHofo Aocryna. BoslaoxHocrr4 cnyxSrr RRAS.
llollepxr<a IPX. lloAAepxxa AppleTalk.

4.6 Cepeep VPN. YAaneHHlrfi 4ocryn. OSopyAoBaHIre y.qaneHHoro

Aoaryrra r4 r4r{SpacrpyKrypa fBC. [Lha$poeaHr4e AaHHbrx.

8

4.7 Yupanreur4e rroJrb3 o BareJr.f, Mr4. Ynp anreHr4e a4p ecaMl4.

Ynpaueuue Ao cryrloM. y np aBrIeHHe ayre urraQ wxauwefr .

BrnpryanrHble qacrHble cerl4. OcHosrt ryHHenapoBaHxfl . IPSec.

Vnpaere HI4 e BHprvaJIbHbIMI,I qacrHblMu certIMI4.

8

4.8 Vupaeneuue ayreHrrE$uxaquefi. Ouru6Ka [pL{ Aocryne K

pecypcaM 3a npeAenaMr{ cepBepa VPN. Cpe4crna ynpaBneHl'It
cnyN6ofi RRAS. Yrutwla I(oMaHAHofi c'rpoxn Net Shell.

B

c!(.1 4 OcHoenr KoMMyrarq:.l.U rr Maprlpyrl{3aunrr Cisco 86

5.1 BeeAeHlae B KoMMyrHpyeMbIe cerl4. OcnoeHrIe KoHIIe[qI{I4 u

uacrpoff r<a KoMMyr a\vv.
t4

5.2 BupryarlHue rloKarbHble cern (VLAN). Kosuenqur
MapIxpyrI43ar\kru.

t4

5.3 Map urpyr vrcaprfl MelKAy VLAN. CraruqecKatl Map tupyrl43 auus. t4

5.4 fvruavwe c Karr M ap Ixpyr vaa\vrfl,. O S PF Anfl oAH o it, o6 tawu. IC

5.J Cuucxu KoHrponn Aocrylla (ACL). flpororon DHCP. T6

5.( llpeoSpasoBaHue cereBblx aApecoB IPv4. I4

ctt. 5 Cucrenruoe aAMLrHt{crpnpoBaI{ue cpeAclBarvru OC Linux t20
6. A ero Na aru 3 ar1;vrfl. y craH o B I{I{ rlp 14 tr o M o uIH Ki ckstart.

Irlcnomg oBaHI4e peryJrfl p HbIX BbIp ax ewvtfr. BMe Qre c grep.
t2

6'.2 CosAaHue I4 peAaKTI4poBaHI4e TeKcToBbrx Qafilon np11 [oMoII]I4

vim.

t2

6,,: llrranrapoBaHHe
IIpr4opuTeraMH

Sylyurux 3aAarl Linux. YupaueHue
nDoueccoe Linux.

T2

6.,. Vnpauenue AocrytloM K Safrnav ilpl4 TIoMoIIIH ctIHcKoB

vrpaBneHufl Aocrynovr (ACL).
t4

6. VnpaereuHe 3aull'Irofi SELinux. fIoAxJIrorIeHHe K cereBblM

rroJrb3oBarer-qM Ii fpynilaM.

l2

(;. f,oSaareHlde AI,IcKoB, pa3.qenoa ra $afi:roBblx cl4creM. 10

(i.' Vnpaueuue xpaHunl{rleM Logical Volume Management
(LVM).

t2

(i, focryn K cereBoMy xpaHi,Inllqy qepe3 cereBylo $afrlonyrc
circreMy NFS. flocryn K celeBoMy xpaHI4JII{lqy'{9p91!VB'

t2

6. Ynpanleuue,
sarpysxu Red

[or.rcK 14 ycrpaHeHl4e Hel4cl]paBHocrefi lpoqecca
Hat Enterprise Linux

12

(i. 0 Otp"t^t*t"a a.teuoto B3aI4MoAe fi.crsux rlpn roMoutn firewlld.
I4roroBr,ifi o6sop.

t/,
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2.3 TTPAKTUTIECKUE 3AH flTl4.fl,

J\bl'lb

rI.fI.
Telrrr npaKTr4r{ecKr4x zawstuft

Kor-eo
qacoB

on.n,.r J OE IJ{E|IP O OE C C I,IOHAIIb HbIE AI4C I-pmnl4Hbl 8

oIIA.l I Ocuosrr cereBblx rexHoJlorufi Cisco 8

f.i Vlzyuewue oern. Hacrpoft r<a cerenofi o n ep aIrI4ouH ofi ancreMbl' I
I

r.z C erenrr e [poro KoJIbI I,I KoMM y HuKa\krr4. C erenofi Aocryn.
1

I

1.3 Ethernet. Cereeofi vpoBeHb. 1

t.4 Tpancuoprurtfr ypoBeHb. I

I.J IP-agpecaqias. Pa:6HeHI4e IP-ce'reft Ha roAceru. 2

1.6 Vponenr npl4noxenrafi. Cerl 2

cA.c)0 C IIE I]I4AIb HbI E AI4 C UI4NIIL,IHbI 76

cA.0l AAruuHncrpl{poBaHLIe n cotrpoBo]IqAeHI{e Windows Server l0

2.1 AAirausucTpl4poBaHue yr{eTHbIX 3a[Hcefr no;1lsosareleft . BcrpoeHHrte

yr{eTHble 3aIIkIav no JIb3o B arel e ft . I4cnoIrSoBaHIze Mi cro so ft
Management Console.

I

2.2 Koncolpt MMC. AAultHncrpl{poBaHl4e yqerHblx 3arl4ceft rpynn.

O6nacrr ileficrsux rpy[IIbI. Pealu:aqu-s roKarbHblx rpynn.

Eesonacuocrt $afiJIoBbIX cllcreM.

2

^az.) P exoueHA ar];a:a rlo H ctlorb3oBaHl'Iro o6qnx rarloK. P eatuza\ux
yflp aBneH vIfl AucKavlra. f ucxo BbIe KBorbI. Pacup e4eJIeHH a.f, Q afi lonar
cncreMa. Kon$rarypl4poBaHl4e roMoB DFS.

2

2,4 )rttp""".tr. t*aTblo. OcHoslt [er{arn s Windows. YnpaueHl'Ie
ceTeBbtMti npt4Hleparulu. Pe:epBHoe Konl4pOBasne. VcraHOBKa 14

HacrpofiKa cnyx6 Terminal Services.

2

2.5 P exzvr yA aJr e H Ho ro aAM r,rH r{crpr4p o B arvrfl . Apxn n iap o B aH 14 e AaHH bIX.

ApxlreupoBaHue AaHHbIX o CocTO.flHI4I,I cLICTeMrt. BoCCTaHoBIIeHHe

KoMrIoHeHTo B c?Icrevrt. B o ccraHo BTI gHlle AaHHIIX.

I

2.6 floAcucreua Ua6ruo trelvIfl. 3a np oI'I3BoAI,lTeJIbHo cTblo. Cp e4crea

na6lioAe Hwfl 3a npol43 BoAIITe JI bH o crlrc. lIlaHI4p oBaHI4 e HaAex<Hofr

xou Q uryp a\vu. llpoqec c 3 arpy3Kl4 I(oMrI blorepa. Vcrp aHeHI'I e

HenonaAoK, Bo3HrIKaro IqI4X rlpi'I 3afpy3Ke, KoMIrbIOTep a.

I

2.i Yrulnra Telnet Server Admin. Microsoft Internet Information

Services. vupanneulre cpe4ofi web. o6:op peecrpa windows.
PesepeHoe KonI4poBaHI{e H BoccraHoBJIeHI4e peecrpa.

I

CA.O AAnauuucTpHpoBaHHe cJrylKo nara,rora windows server 12

7



3.1
O6sop c.rryx6u Active Directory. MoAenr AoMeHoB s Windows NT 4.

CosAaHue crpyKrypbl AoMeHa c noMolrlblo rloApa3Aeleuufi.
@iagu.recKaf, crpyKrypa cnylKSrr Active Directory.

2

ai1)..L
VIlenaActive Directory u DNS. llpocrpaucrBo I4Men DNS.

Vcrauoexa I,I Hacrpofira Active Directory. Onpe4eneHl{e pexuMa

KOHrpOnJIepa AOMeHa.

2

a',
J..J

P a: nepruBaHlle Ao[onHI4TeJIbHbIX KoHrponn epoB AoMeH a'

IrlcuomsoBaHr4e r4HcrpyMeHra aAMITHI{crpHpo BaHr4r. Active Directory.
C os4aun e I4 ynp aBneHrre n orp a3Ae IIeHwrMV. lln auup o BaHIr e

crpyl(Typ bI noAp a3Ae,'IeHufi .

2

.AJ.+

Vcrauonra H ynpaBJIeHI,Ie AepeBbtrMI,I I{ JiecaMW. CosAaHI4e AOMeHHbIX

AepeBbeB H JIecoB. llosuxesne ponn KoHTponnepa AoMeHa.

VupaeleHue eAI{HcTBeHHrIM Xo3.uI4HoM ouepaqufi. Hacrpofixa caftroe

u y[paBneHl4e penrrlrxaqneft .

2

3.5

Konqeuq vrx caifi os Active Directory. KouSrarypl4poBaHl4e cafiroe,

Ha6nro.qeHl,Ie I4 ycTpaHeHue HeIIoJIaAoK B penIII4KaIJuvI Active
Directory. AArtnuucrpnpoBanr.re Active Dire ctory. llepentexle HI4e

oSrexron Active Directory.

2

3,6

Pa:perueru4e Aocryna rloJib3oBarelefi x o6rexrarra Active Directory.

EesonacHocru Active Directory. YnpaBJIeHHe cncreuofr
6esonacuocTu 14 pa3peixeHl4.[M6. [enerrapoBaHi{e y[paBneHl4s

o6texravn Activ e D irectory. O nruun 3alq.kyfl, 14 IIo BbIIileHI4e

HaAegHocrr.r Active Directory. CoxpaneH6e w aHaIIV3 AaHHbIX c

n o M o u1blo o n o B e III9 1g.vit vt xyp H an a ilpo I'I3B oAI'ITe JI b Ho crlr'

2

CA..( ] Ceresnre clyx6ul u rporol{o;rut Windows Server t4

4,1 cereune rporor{onrr. llporoxol TCP/IP. Hacrpoffra TCP/IP lls
aBTOMarI4qecKof o [onyr{e HHI IP- a4p ec a. llpo eepl(a BO3MOXHOCTI4

C O E.[I4HEH Vfl. A I4CTIO.IIb3 OBAHI4CV TCPiIP.

2

A.)+,L criyx6a DHCP. llpo4neur4e apeHAH u ocBo6oxAeHue IP-aApeca.

Ocuacrxa DHCP. Pe:epnuoe Ko[HpoBaHHe I4 BoccraHoBJIeHIIe 5a^:rr

Aauurrx DHCP.

cnyN6a WINS. BeeAeHre n wINS. flpo4reHHe apeHAbI I4MeHI{.

OcnoSoxAeHI4e IIMeH?I. llog4epNKa KnI{eFIroB, He I4cnonb3ylolUux

WINS. Hacrpofixa cepBepa DHCP. CnyxSa DNS. BeeAeHue e DNS.

2

A'+.)
1

4.4 3ourt. Cepnepu I4MeH. Vcrauonra cnyN6ll DNS.

KouQrarypr.rpoBaHHe cnyx6u DNS. Hacrpofixa Dynamic DNS.

Mouuroprlsr cepnepa DNS.

CrryN6a Maplupyrvrcagz4 H yAaneHHoro Aoaryna. Cnyx6a RRAS B

Windows. ConueuteHhe cnyNS Maplxpyru3aryu 14 yAaneHHoro
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